Anti-Phishing Checklist

. for all employees.
. to test and reinforce training.
. on recognizing common phishing tactics, such as:

e Suspicious sender addresses
o Generic greetings
¢ Unexpected attachments or links

. to detect and block phishing emails.
. the email security system to adapt to new threats.
. such as:
« DMARC
o DKIM
 SPF
. for accessing all sensitive systems and data.
. is enabled for email accounts, especially those with administrator
privileges.
. with the

latest security patches.
. , including web browsers and plugins.



for reporting suspicious emails and
phishing attempts.
and addressed to prevent potential
damage.

to block access to known malicious websites.

to prevent access to dangerous sites and domains known for
phishing activities.

specifically for phishing attacks.
of the steps to take if they suspect a phishing
attack.

the incident response plan to address new phishing
tactics.

to identify vulnerabilities and areas of improvement.
to ensure the robustness of
defenses.



